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ABSTRACT

One of the major changes which has taken place i

popularity of the ICTs (Information and Comm

been highly influential in the everyday life

has opened up a vast new arena for the

the major elements of cyberspace, has

tacts but has, in fact, strengthened

fast pace of today’s life. However there
the users. The uncertainty of identity of

the minds of youth. This paper attempts to look
s-faced’ nature of cyberspace by highlighting how

infrastructure for ird Industrial Revolution (TIR) that will change the way power is
distributed in the 24st century.”- (Rifkin: 2011)

The above quotation is relevant to almost everyone residing in the 21% century. This is
primarily because our new era is influenced greatly by Information and Communication
Technologies (ICTs). These ICTs have created an impact on the lives of all age groups, from the
infants to the aged. However, there is one group that is most affected by ICTs- it is the youth. As
a matter of fact, the youth has always been under the microscope and of external concern to the
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adults, social researchers as well as the state. Various kinds of fears and anxieties have
constantly shaped the ‘youth question’ and influenced ‘what is to be done about the youth’. In
the present society, digital media and online communication have become pervasive in the lives
of youth. Apart from the old forms of media like television, the ‘new’ forms like: the Internet
and modern gadgets like cellular phones are fixtures of the youth culture today.

Notwithstanding the enormous diversity in terms of living environments, an
unprecedented as well as unifying media culture has developed that challénges and often surpass
the traditional forms of socialization like: family and school. This X cultural situation,
where the youth in the contemporary era is trying to find direction in t ives or simply to

names. Some call it the ‘The information Society’ or ‘Th
labels or terms like: ‘post-industrial’, ‘virtual society’ a

Iso ushered the way

is field, Jeremy Rifkin,

pointed out that the outreach of this n “traditional, hierarchical
organization of economic and politic

at the future was not just confined to

of interconnected computers-called

t every sphere of our lives. In fact,

munication, which is fast outmoding or so

of communication. For instance, now-a-days,

opuldrity of Social Networking Sites (SNSs) is also equally

about. These are mediums which have come as a boon in today’s

people to connect to each other, reinforce old relations, maintain
them and even w ones. However, there is a flip side to it too. On one hand, the
cyberspace is actively fostering new forms of spatial (or electronic) relationships that either
enhance or supplement the existing face-to-face interactions and relations. On the other hand,
this is not to gainsay that it is also creating various kinds of anxieties and insecurities in the
minds of the youth. This is to say, since individuals are unaware of the identity of one another in
the virtual word, they face “risk” of falling into ‘traps’ by cyber fraudsters or stalkers and hence
remain alert regarding the information they share. It in this light, that the paper has been written
with the objective to shed light on the dual or ‘janus-faced’ nature of the cyberspace, specifically
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speaking the SNSs. | shall talk about how the benefits of SNSs, as perceived by the youth of
today, and the ways in which they are negotiating with the security measures and privacy
policies adopted by some of the popularly visited Social Networking Sites among the youth like:
Facebook (its Messengers), Google Plus and Instagram; the problems and fears they face
regarding ‘insecurity’ in the virtual world. In this paper | have attempted to understand and thus
highlight the nature and reasons of insecurities and ‘risk’ that youths face while interaction the
cyberspace. These aspects shall be discussed and analysed in the text of sociological
concepts.

UNDERSTANDING THE CONCEPTS OF CYBE
NETWORKING SITES (SNSs)

The term ‘cyberspace’ is, now, an oft use

ted from the banks of every
term is widely used to refer to
net. Interestingly, it is not just the

S flow of digital data through the network of

pnce not "real”, because it is not possible to locate it spatially
spaCe is the site of computer-mediated communication
and alternative forms of online identity were enacted,

social destination, and is culturally significant in its own right.
Fourthly, cybersp be seen as providing new opportunities to reshape society and culture
through "hidden” idgntities, or it can be seen as borderless communication and culture. (Clark: )
Thus, in common parlance, the word cyberspace is understood as a space which is created by the
electronic medium of communication, specifically Internet, where millions of people arrive for
myriad purposes- for communication with either known or unknown faces, undertaking
economic transactions, looking for information on a particular field, doing essential activities
pertaining to everyday life like: shopping, paying bills and so on.
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Social Networking Sites (SNSs) consume a major proportion in cyberspace today. These
are defined as those sites which allow individuals to “(1) construct a public or semi-public
profile within a bounded system, (2) articulate a list of other users with whom they share a
connection, and (3) view and traverse their list of connections and those made by others within
the system. The nature and nomenclature of these connections may vary from site to site” (Boyd
and Ellison: 2007). Although there are various technical features in SNSs, yet they mainly rely
on visible profiles, which show an articulated list of ‘friends’, who are also users of the system.
SNSs have implemented a wide variety of technical features and ackbone consists of
visible profiles that display an articulated list of “Friends” who are al rs of the system.

generated using the answers to these questions, which t
location, interests, and an "about me" section. Most si

modifying their profile's look and feel.

DICHOTOMY OF TRUST AN

There are certain forms of risks a
have been discussed below:

s being a personal bubble that allows

2

; and that a society

users to share information, hence by disclosing
arenas, people risk bursting out their personal bubble and

S in privacy violations against one another. From the moment the
eir identity-image, through to when they rapidly multiply their

collisions, they experience as ‘privacy violation” and hence risk. In fact, privacy
leaks in SN$are often due to the actions of others. The friend lists in these sites end up in
including acquaintances, each of which are less likely to know the user’s privacy
expectations, thereby increasing their risk of a privacy leak.

(b) The dichotomy of trust: Many of us worry about our identities being stolen by Internet
hackers which are shared on various sites. Since the explosion of SNSs and other such
sites, virtual reality has given a new meaning to the term “facelift”. Millions of online
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social networkers have become expert in self-fabrication, distortion, misrepresentation
and outright imposture. For example: shy introverts become sociable extroverts or
weaklings can become buffs and so on. Various authors term this as identity
disaggregation. The construction and maintenance of multiple identities on Internet is
rapidly becoming norm and many youth are getting involved in it. Thus identities in the
cyberspace are multifaceted, splintered, concocted, fluid and sometimes deceptive.

(c) Another way by which Internet and social networks erodes thé concept of trust and
introduces risk is by the scams. The scammers have mainly t ersonal information
that is contained in profiles. Once they manage to distort, the use ile, sending and

the other users. For instance he talks about instan
anybody to access the “basic information” data of

the users’ warnings for a

rity weakness. Following

can be taken to safeguard

information that he/she is perfectly

mplish. Secondly, he/she should add

ist. They should in this case, avoid

incorporated to gather, analyze and interpret the data. The
in the age group of 18-28. Narratives as well as structured
d to substantiate the data in order to understand their views

cyberspace is a bro ena and there are numerous Social Networking Sites, | have focused on
three most popularly used and visited sites by the youth: Facebook, Instagram and Google Plus.

FINDINGS OF THE STUDY

Before moving on to the analysis and discussion of the study, let us have a look at the
findings starting with the profile of the respondents, in terms of their sex, age and occupation.
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A. Sex Profile
My study included both males and females. Their distribution is shown in the following

Table 1:

Sex of the Respondent Number of Respondents Percentage

MALE 16
FEMALE 14
Total= 30
Table |

A. Age Profile

Age-Group

Percentage

HOMEMAKER

Table 111

C. Frequency of Access in the SNSs

The SNSs have become an essential part of our everyday life and this is what the youth of
our society also feels. In the present times marked by rapid change and fluidity, the youth log
into Facebook and Instagram everyday at a very frequent rate. About 70% visit every two or
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three hours daily to see the latest updates and check out events happening around them.
However, | found that around 28% of them log in about four to five a day and only about 2%
visit about just twice or thrice a day. This is because either they are extremely busy with their job
pressure which act a deterrent to spend more time in the virtual world, or they have realized their
excess indulgence in not doing some ‘constructive work’ and hence found no use in spending so
much time among their ‘virtual circle of friends’.

With regard to the comparative use of SNSs, it was found most
accessing Facebook at greater rate than Instagram and Google Plus IS was because of
the user friendly nature of the former over the latter.

D. Awareness and feeling of security measur

they could not say much. They were arantee ensured by the SNSs. Their

responses, with regard to thei eived sense of ‘security’ or’ insecurity’, has been graphically
presented in figure 1 m

Feeling of Security of Personal information
in SNSs

6%
7% M Yes

H No
May be

H Can't Say

Yy

E. Personal experience of security breach in SNSs

Social networking sites are widely accessed by the youth of today and surprisingly, my
study yielded, that quite a few of them have experienced unfavourable situations while
interaction in cyberspace. However, there were some who personally were victims of hacking of
or abuse of personal information; while there were some who did not face it personally but have
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seen close people around them falling prey to ill intentions of ‘unknown faces’ in the virtual
world. These included: creation of fake profiles, hacking of password and sending sexual
requests to ‘known people’ in these networking sites, posting unwanted ‘indecent photographs’,
misuse of personal information shared and so on. The personal experience of people of security
breach, in terms of their number and percentage, is shown in Table IV below:

Response Number Percentage

13

17

Total= 30

Table IV

ANALYSIS AND DISCUSSION

Following the above section on findings,
deals with the qualitative responses of people an

The various activities that members indu ;
i d known people, wi
ipfmaintaining ‘regular’ contact with them.
a daily basis.
spe d moments
of daily lives with others,

es, during their free times
and information from online news pages regarding business, politics,
sports, entertainment, leisure and so on, from all over the world.

Nature of Interaction with others in SNSs
Most of the individuals (75% of all) did not prefer neither accepting strangers as ‘friends’ nor
being ‘friends’ in networking sites like: Facebook, Google Plus or Instagram. Hence, most did
not have unknown people as friends in these sites. This is primarily because, they were uncertain

40

INTERNATIONAL JOURNAL OF RESEARCH IN SOCIAL SCIENCES AND HUMANITIES




International Journal of Research in Social Sciences and Humanities http://www.ijrssh.com

(DRSSH) 2016, Vol. No. 6, Issue No. 1V, Oct-Dec e-1SSN: 2249-4642, p-1SSN: 2454-4671

of their identity and felt that sharing their personal photographs and information with such
people could invite problems like: misuse of data or being trapped with a ‘wrong person’. Hence,
they prefer keeping a safe distance from these strangers. However there are people, about 25% of
the respondents, who do accept unknown faces as ‘friends’. The reasons provided by them are
myriad. Some, though only a few in this category (about 10%), do so to make new friends as it
gives them the opportunity to know new people, thus giving them ‘thrill’. However, in such
attitudes an age difference was noted. Those who accepted strangersgas ‘friends’ for their
reasons, were mainly in the age-group of 15-20; while, those who be to the age of above
24, never entertained and intended to make new friends in this virtual spa her they preferred

Security of personal information i
Regarding uploading and sharing of personal in
most of my respondents (about 90% of al and share personal
information very frequently, probably p them locked using the
‘Privacy Settings’ options. Amongst them, there are quite afew (60% of all) who selected some
few friends with whom they want ingpictu information. In such cases,

especially in Facebook, they use the “c cy settings in Facebook and hide the
pictures from those friends 2 een included in the “friend list”) and

ey are not so keen to share their photographs with
feel insecure in doing so.

ed that irrespective of the online social networking site that they
fer from this unexplainable fear or insecurity. Surprisingly, they

incidents, reporte he news, of victims of ‘morphed pictures’ or misuse of personal
information in vawOus ways. In this regard, some my respondents shared their personal
experiences as to how their accounts were hacked in sites like; Facebook and Instagram and
inappropriate photographs and requests were sent to her close circle of people which actually did
tarnish their self images for quite sometime. Some were even sending requests to ‘follow’,
forcefully in Instagram, commented on personal photographs and updates which outraged their
modesty. In Google plus, such instances of security breach was comparatively less, they

reported. From this, a marked contradiction in the mind set of the users can be noted. On one
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hand, the users of these sites share their life events with others in the virtual space, while they are
also constantly aware of the consequences thus suffering from anxiety.

Interpretation and theoretical understanding

From the above sections, certain sociological comments and analysis can be made.

A basic consensus, noted, among all the respondents is that all believe, social networking
sites today stand as an essential part of our everyday life. They arg’an important medium
for maintaining contact and sustaining relationships in the pre a. Since people often
have to stay far away from one another for official purposes or ot ch reasons, these

plays a positive function in our society b
help individuals and families to stay in
location, thus making life easier. It [ sters new ones, and
orld.
ny Giddens, is indeed a
juggernaut, a “runaway eng itzer: 8). The impact of Internet

technology has been such nsformed human interaction and
which constitutes social networking

ey are restructured across indefinite spans of time
e 21% century is “disembedded ” (Ritzer: 1988).

y fluid today. The cyber space, and its users, is “reflexive”.
e it a new shape, add new dimensions. The individuals in it take
different situations and hence is extremely fluid. Therefore, we

contexts. our accounts in social networking sites are loaded with personal
information¢” photographs depicting various moments of our lives. Passwords and
‘privacy settings’ are not reliable to guarantee ‘privacy’ of our information, because
technical knowledge will help to get access to it. Everytime we log in to these sites, we
are situating ourselves in this vast virtual world where we are unaware of each other’s
physicalities. What is known to us is only an ‘image’ and that helps us to identify others.
It is this phenomenon of the modern world that is posing a problem for the individuals,
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who are traversing the cyber space almost everyday and at every time, by generating a
feeling of insecurity or fear of the ‘unknown’ or what we call the lack of “trust”.
According to Giddens, trust is the “confidence in the reliability of a person or system,
regarding a given set of outcomes or events, where that confidence expresses a faith in
the probity or love of another, or in the correctness of abstract principles (technical
knowledge) ”(Giddens: 1990). Simply speaking, trust is like a ‘protective cocoon’ which
guards the self in its dealings with everyday reality. Trust, a concept, can be
understood in relation to absence in time and space. In the nt days, trust at an
individual level is decreasing and one of the reasons is the lack o mation and this is

and thought processes would be apparent then there

trust.

The “disembedded” character of moder

disembedding mechanisms have provided

created a distinctive “risk profile”. The m

by a “risk culture” (Giddens: 199%). isk Society is a kind of
tes “techo-scientifically

produced risks” (Beck: 1992 i revolutionary society but

rather it is a “catastrophic s

ience and technology is increasingly
ell social. Internet, especially social

t they are to be established, maintained and
ividuals. In the 21% century, relationships are no longer

biography and social relations, gives rise to new inequality, the

ith insecurity and reflexivity” (Ritzer: 1988). Thus, the virtual

age to their everyday lives. This is creating an imminent sense of
anxiety ear ,of the unknown or ‘stranger’ in the minds and psychology of the
individual.
From all the”above, we arrive at a common question that- if they know it then why are
people still insisting on divulging personal information? This is because, people have
social reasons to participate in such sites and these social motivations explain why users
value them notwithstanding its well-known privacy risks and why they systematically
underestimate those risks. As a matter of fact, the strong motivating forces that drive
people to Internet are the social factors of identity, relationship and community. As each
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of these factors has shown- there are deep-seated social urges that go to the very core of
human desires. The price they pay for this is to risk their privacy, yet this seems a small
price that many users are willing to pay. The paradox of the cyberspace is that the same
mechanisms that help it to create new social contexts also help it juxtapose on them. It
offers social differentiation but delivers convergence-which users experience as violation
of privacy and creating risks in their minds. Thus feelings of insecurity develop among
the users of the Internet (Frazer and Dutta: 2009).

The above discussions lead us to concept and idea about ‘onli > and the way it acts
as a source of insecurity in the minds of its users. Interactions in rking sites denote

contextually based within the structure

online selves emerge with the same proce

the means by which people interact

and nature of self, social world

place ”, Joshua Meyrowitz arguyes that the electroni

space and physical barriers to i nd

time, space and physical ba teraction, online environments are

transformed into new fal situations that are simultaneously a medium and environment
this process, emerge a unique form of

cyberspace
ial_epvironments with new patterns of social action,

re i1s4 state of “social saturation” in which technologies make it
ionships with an ever-expanding range of diverse other persons.
n their article “Cyberself: The Emergence of Self in Online Chat”

an ever-inc g possibility of developing a “populated self”, or the acquisition of
multiple potentials for being. They further argue that the electronic media presents
contrasting and conflicting images “in a juxtaposed manner that blurs the modern
sensibility that has traditionally kept them apart ”. The electronic media allows us to view
the public activities privately and vice-versa, develop intimate relationships, perceive real
events through an unreal medium and perceive unreal events as if they are ‘real’. This
contradictory nature reveals a hyperreal® dimension of electronic communication.

44

INTERNATIONAL JOURNAL OF RESEARCH IN SOCIAL SCIENCES AND HUMANITIES




International Journal of Research in Social Sciences and Humanities http://www.ijrssh.com

(DRSSH) 2016, Vol. No. 6, Issue No. 1V, Oct-Dec e-1SSN: 2249-4642, p-1SSN: 2454-4671

CONCLUSION

The fast moving world of today has made it difficult for regular face-to-face interaction with
everyone. We often loose contact with people over a period of time. The Internet, or the
cyberspace, has eased the life of many. Here the SNSs have come as a boon which have
reinforced old relationships and simultaneously helped in forging new ones as well. However,
this technology has another side to it too which if often overlooked by the users. Online
interaction entails various elements. ‘Dislocation’ and ‘disembodime ¢ marked features of
online interaction. They allow the emergence of several variable elerfien tly, the dislocated

of the youth. Although the youth spend a lot of ti
of insecurity or lack of trust with regard to s

In the conclusion, it is essential to tal
to avoid becoming one of the victims
1. Being Skeptical- The point of int ind*people who share our interests

and establish a network ofsfxi down our defenses too easily.

d be immediately reported to the site.
under check and changing them from time to time.

abits, outlook and attitudes of others. Also, monitoring activities of
children in fa is essential in present times as they are often easy victims oof online
abuse in many forms. (Bradley: 2015)

There are various dimensions of the Internet technology to be looked into. On one hand,
it is this technological advancement that has made various activities of life and knowing about
each other in the cyberspace by just a click of the mouse; yet on the other hand it cannot be
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overruled that it is the same technology that has created ‘fear’ and ‘apprehension’ and has also
brought about misfortune on its user.

NOTES

Hyperreal*- a concept formulated by post-modern theorist Jean Baudrillard. It refers to a reality
which is created or simulated from models, or derived from references to models.
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